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Abstract

Local area network is used like a field bus at the SPring-8 accelerator controls. More than 300 network instruments
are installed in the SPring-8 control system. To monitor all of network instruments for the SPring-8 control, we installed
new monitoring system, Zabbix. By developing dedicate templates, we can monitor multi instruments on the one portal
screen. We report system configuration and user interface of the new monitoring system.
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Table 1: Network Instruments Which Used at SPring-8 and
SACLA

Ethernet Switch  Firewall VPN  Wi-Fi
Cisco v v v v
DELL v - - -
FortiNet - - -
Hitachi v - - -
HP v -
Juniper - - v -
PaloAlto - v - -
YAMAHA - -
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Table 2: Hardware Specification of the Virtual Machine
Environment, We Note That We Also Use Another Hard-
ware for OA-LAN, Which Have the Same Specification

Lenovo System x3530 M4 SFF

CPU
Memory

1x Xeon E5-2420v2, 6¢12t, 2.2 GHz
2x 8 GBytes, DDR3-1600

2x 240 GBytes eMLC SSD (RAID 1)
4% 1000BASE-T

Storage
Network

]

Operator Consoles
(Web browser) L

Virtual Machine Environment

Network Instruments
(Multi companies/series)

Figure 1: System components of the network management
system. We assigned 2 and 8 threads to the frontend server
and the backend server.
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‘group Disaster High  Average Warning Information Not classified
Device: Cisco Catalyst o o 0 o o 0
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v tpbrocure e o o 0
Device: Infoblo 0 o o o o 0
Device: MNO 0 o o o o 0

Faci 0 o o o o 0

0 0 0 o o o

o 0 0 [ 0 o

Group: MB Main Building o o 0 o ° 0
Group: Network Fundamental Servers 0 0 0 o o 0
Group: NS NewSubaru _ 0 0 o o 0
Group: SRA-ACC o 0 o o [ o0
Group: SRA-BL o o 0 o o o
Group: SRA-CCR o 0 0 o o 0
Group: SRA-CSR 0 0 0 o ° 0
Group: SRA-ID o o 0 o o o
Group: SRB-ACC 4 0 0 o o o
Group: SRB-BL 0 o 0 o o 0
Group: SRE-ID o o o o o 0
Group: SRC-ACC o 0 0 o o 0
Group: SRC-BL 0 0 o [ 0 o
Group: SRC-ID o 0 0 o o o
Group: SRD-ACC o 0 o o o 0
Group: SRD-BL 0 o o o o 0

Figure 2: Portal screen of the network management system. 1. Running status of the Zabbix server. 2. Map view of
network status. Each icon represents submap of buildings/floors. Network trouble occurred withing the submap of red
icons. 3. Table view of network status. The red cell represents network trouble, which sorted by area and by device

manufacturers.

Map-Area: NS-1F

tnsrf1
Lmz 20 1 )
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Figure 3: Example of the floor map. Operator can iden-
tify location of the troubled instruments. Hostname and IP
address are also shown near the trouble icon.
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PUTIZ /etc/zabbix/zabbix_server.conf IZE\»
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StartPollers=64 # default 5
StartPingers=8 # default 1
CacheSize=2G # default 8M
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Timeout=10 # default 3 (M)
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350 Mbps.

250 Mbps
200 Mbps
150 Mbps
100 Mbps |-

50 Mbps:

netsp8core: Interface Traffic on Port 73 (Port-channel115) (1m)

73.4 Kpkts/s
300 Mbps WMMWWWW 62.91 Kpkts's|

52.43 Kpkts/s|
41.94 Kpkts/s|
31.46 Kpkts/s|
20.97 Kpkts/s|

10.49 Kpkts/s|

z
SR B

‘operating interval  startup _ operating

M ifinOctets on Port 73 (Port-chamnel115) favgl  30./ study 11.05 Mbps 29.9Mbps _ 97.58 Mbps
M ifinUcastPkts on Port 73 (Port-channel115) favg] 15.2¢ 00 Y 2.07Kpkts/s  15.42 Kpkts/s  28.52 Kpkts/s
B ifinNUcastPkts on Port 73 (Port-channel115)  [ava] 0 pkts/s 0 pkts/s 0 pkts/s 2pkts/s
M ifinDiscards on Port 73 (Port-channel115) fava] 0 pkts/s 0 pkts/s 0 pkts/s 0 pkts/s

W ifinErrors on Port 73 (Port-channell15) [avg) 0 pkts/s 0 pkts/s 0 pkts/s 0 pkts/s
M ffoutOctets on Port 73 (Port-channel115) lavg]  298.97 Mbps 85.7Mbps  299.81 Mbps 41475 Mbps
M ifOutUcastPkts on Port 73 (Port-channel115)  [avg]  33.72Kpkts/s  23.67 Kpkts/s ~ 34.19 Kpkts/s  60.5 Kpkts/s
M ifoutNUcastPkts on Port 73 (Port-channel115)  [avg] 709 pkts/s 411 pkts/s  673.85 pkts/s  1.47 Kpkts/s
[ ifoutDiscards on Port 73 (Port-channel115) [avg) 0 pkts/s 0 pkts/s 0 pkts/s 0 pkts/s
[ ifoutErrors on Port 73 (Port-channel115) [aval 0 pkts/s 0 pkts/s 0 pkts/s 0 pkts/s

study summer
shutdown

Figure 4: Network traffic trends between core network switch and central control room in July, 2016.

Table 3: Supported Zabbix Templates, The Checkmarks
(V") Are in Service on the Monitoring System, and the Oth-
ers Are to Be Supported

Company Series Supported
Cisco Catalyst v
Nexus -
ASA v
WLC v
DELL Force 10 —
FortiNet FortiGate v
Hitachi Apresia Switch v
Apresia Light -
HP ProCurve v
H3C v
Colubris/MSM -
Juniper SRX v
SA/MAG v
PaloAlto PA Firewall v
YAMAHA RTX -
WLX -
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